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Server 
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User of Client Computer System Accesses a 
Web Page on the Affiliate Server (A) 
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Affiliate Server Determines that the User is not 
Authenticated and Redirects the User Browser 
to Authentication Server (B and C) 



r 



202 



Authentication Server Generates a Sign-In 
Web Page, Which is Communicated to the 
User's Browser (D) 



204 



User Completes Sign-In Page and Clicks 
"Sign-In" to Send Information to Authentication 
Server (E) 
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User-Entered Information Correct? 
Yes 
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r Authentication Server Sets Cookies and N 

Redirects the User Browser to the Affiliate 
v Server (F) A 
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User Profile Information Communicated to ^| 
Affiliate Server (G) J 
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^Affiliate Server Generat 
Page and Communicate 
^ User's Brc 


es a Personalized Web^ 
3S the Web Page to the 
>wser (H) 



Generate and Communicate a 
Web Page to User Indicating 
Failed Authentication 
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Server 
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User of Client Computer System Accesses a 
Web Page on the Affiliate Server (A) 
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Affiliate Server Determines that the User is not 
Authenticated and Redirects the User Browser 
to the Authentication Server (B and C) 
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Authentication Server Retrieves Affiliate 
Information and Determines Whether the Most 
Recent Authentication is Acceptable to Affiliate 
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Yes 
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Retrieve and 
Authenticate User 
Information 



Authentication Server Copies Cookies to Client 
Computer System and Redirects User Browser 
to the Affiliate Server (D) 
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User Profile Information Communicated to the 
Affiliate Server (E) 
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Affiliate Server Generates a Personalized Web 
Page and Communicates the Web Page to the 
User's Browser (F) 
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